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Abstract. Human-Computer Interaction (HCI) is a critical field
of study that has gained increasing importance over time. Today,

smart home systems are among the most common application areas
of human-computer interaction. These systems offer efficiency and
end-to-end connectivity to users. Moreover, 1oT frameworks and
other technological integrations are widespread and indispensable
components of these systems. However, significant security con-

cerns and vulnerabilities associated with these systems are also
on the rise. This study examines the relationship between HCI and
smart home systems, focusing on the requirements for intuitive and
secure interface designs. The research highlights the need for the
convergence of HCI interface designs with smart home systems,

emphasizing the necessity for continuous innovation and improved
security mechanisms. It also underscores that future advancements
in cutting-edge technologies, such as artificial intelligence, 5G/6G,

blockchain, and quantum computing, are expected to present both
opportunities and challenges to the design and operation of smart
home systems. In conclusion, as interactions between humans, ad-
vanced technologies, and smart systems become more frequent, the
application of HCI principles in the design of smart home systems
will become increasingly crucial. Ensuring that these systems are
not only usable but also secure is vital, making them safe and ac-
cessible for users with low digital literacy. Integrating both techni-
cal and human-centered perspectives in the holistic development of
these systems is imperative.

I. Introduction

At its most basic level, human-computer interaction
(HCI) is the study of how people interact with computers.
HCI is an increasingly popular topic and undoubtedly a
multidisciplinary subject [1]. It can be said that the area cov-
ered by the concept of human—computer interaction, which

grows and expands in parallel with the development of tech-
nology, has also expanded. Human-computer interaction
aims to develop and adapt technology to people and human
needs [2].

HCI is not only a field of study but also plays a vital
role in developing technologies that enhance our capabili-
ties. Consequently, new technologies continue to emerge as
technology advances. In this context, smart home systems
are becoming increasingly important in our daily lives [3].

Security and privacy are critically important for smart
home systems. To maintain user trust in the IoT devices used
in these systems, it is essential that users feel confident their
personal data are protected and that the devices are secure
against potential hacking [4]. To build this trust, transparency
regarding data collection, storage, and usage processes must
be provided to users [5]. Additionally, while users are more
likely to trust devices that are easy to use, the brand reputa-
tion of the device and its compliance with recognized security
standards can also influence their trust in IoT devices [6].

The remainder of this paper is organized as follows.
Section II discusses human-computer interaction and pro-
vides information about the history of HCI, as well as its re-
lationship with smart home systems. Section III focuses on
advanced technologies in smart homes, such as blockchain,
quantum computing, and artificial intelligence. Section IV
describes smart home systems and their security aspects.
Section V outlines the methodology and data analysis. Sec-
tion VI highlights the findings of this study. Finally, Section
VII presents our conclusions.

II. Human-Computer Interaction

In HCI, the primary elements involved are humans and
computers. Therefore, understanding both humans and com-
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puters is essential [1]. HCI consists of four main components:
user, task, tool/interface, and context [7]. These components
form the foundation of HCI studies, with each directly influ-
encing the quality of interaction. The 'user' component is the
most critical aspect of HCI. Moreover, all design processes
are carried out by considering the needs and expectations
of the user. The 'task' refers to the actions the user aims to
perform using the computer. The 'tool/interface' includes the
hardware and software that enable the user to complete these
tasks. The 'context' refers to the physical and social environ-
ment in which the interaction takes place [7]. It is undeniable
that advancements in technology have transformed both the
context and tools of interaction. For instance, we have moved
from an era where a computer screen and mouse were the
primary tools to one where we can brew coffee with a single
command or close curtains with a hand gesture.

A. The History of Human-Computer
Interection

The term human-computer interaction has been widely
used since the late 1970s and early 1980s. Personal com-
puters, graphical user interfaces (GUIs), the internet, and
communication technologies became widespread in the
1970s, 1980s, and 1990s, respectively. Personal computers
emerged in the 1970s; however, desktop computers were
initially not very user-friendly tools. The graphical user in-
terface (GUI), developed in the 1980s, was designed to help
users interact with computers more easily. GUIs significant-
ly improved the working environment, thereby expanding
the scope of human-computer interaction. During this time,
studies commonly focused on understanding how interfaces
influence user behavior. Eventually, the field broadened to
include the expertise of sociologists and psychologists to ex-
amine the social aspects of human-computer interactions. In
the 1990s, with the proliferation of the internet and the trans-
formation of computers into communication tools, studies
in human-computer interaction shifted their focus. Comput-
ers were no longer just tools for communication; instead,
they became platforms through which people communicated
with one another.

Devices and their social impacts grew significantly
in the 2000s, a period marked by the increasing diversifi-
cation of information devices. In the 2010s, mobile devices
and the Internet of Things (IoT) emerged, leading to a shift
in the 'tool' component of the four main components of hu-
man-computer interaction. The proliferation of devices that
could be considered computers brought about significant
changes. During this decade, mobile phones, smartphones,
and other technologies offered a wide range of services, in-
cluding SMS, multimedia, games, email, video conferenc-
ing, and navigation. Looking ahead, it can be said that HCI
in the 2020s, with the integration of artificial intelligence
(AI), will be vastly different from its early stages. With Al,
it has become possible to learn users' habits and provide ser-
vices tailored to their needs. Figure I illustrates the history
of human-computer interaction.

* Personal 1980 « Internet and 2000 * Mobile 2020
Computer . GUI Communica  Devices and Devices * Artifical
tion Social T emetof Intelligence
Impact
1970 1990 ’ 2010
Figure 1. The history of HCI

B. The Relationship between Smart Home
Systems and Human-Computer Interaction

Owing to technological advances, it is now possible to
install various technologies with different features in homes.
Smart home systems can include technologies for lighting,
blinds and curtains, air conditioning, audio and video, video
door applications, and security systems. Smart homes inte-
grated with technology can be controlled using phones, tab-
lets, or computers. For instance, you can check the contents
of your refrigerator with a single click or activate your robot
vacuum cleaner remotely while at work. Additionally, data
from a smart scale can be displayed on your phone, allowing
you to track changes in your weight or fat percentage through
graphs. With richer interactions, users can access and utilize
this technology anytime and anywhere. Thanks to the Inter-
net of Things (IoT), smart homes make life more comforta-
ble and convenient [8]. Figure 2 illustrates the technologies
used in smart homes. Many devices and appliances can be
easily integrated into a smart home system. These systems
leverage Internet of Things (IoT) technology. Ozdogan and
Das [9] argue that the usefulness of smart home systems is
directly related to the capabilities of IoT components. Con-
sequently, smart home systems are active in various areas,
including locks, TVs, security cameras, blinds, thermostats,
lighting appliances, and irrigation systems. While smart
homes play a significant role in IoT applications, they also
raise privacy and security concerns due to their ability to
control objects remotely [10].
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Figure 2. Technologies used in smart homes

Three common methods are used to control smart
home systems. The first method involves a fixed touch
screen, the second uses a network for remote control, and
the third employs a phone or tablet with Wi-Fi technology
for remote control [3]. In smart homes, users interact with
various interfaces, including physical, graphical, audio, and
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motion-based user interfaces. Therefore, smart home inter-
faces must be user-friendly. All the methods involve a tool
used by a user. During the process of using smart home ser-
vices, users interact directly or indirectly with active or pas-
sive devices [11]. Improving the usability of interfaces is es-
sential to enhance the overall functionality of smart homes.
Consequently, HCI is becoming increasingly important for
designing usable interfaces [12].

Human beings are at the center of both smart home
systems and human-computer interactions [13]. Therefore,
considering that the interfaces of smart homes and cars are
used by humans, user-friendly systems must be designed
to ensure efficient and effective interaction. Smart homes
should be designed in a way that allows users to operate
these systems easily and access the desired services [11]. In
this context, it is essential that smart home systems are not
only user-friendly but also reliable.

II1. Advanced Technologies in Smart
Homes

Secure and scalable data sharing is essential in all tech-
nological fields [14]. With the abundance of data generated
through machine learning, user behaviors can be analyzed,
and a personalized smart home system experience can be cre-
ated by incorporating environmental data [15]. For instance,
a smart thermostat can automatically adjust the heating by
learning the user’s daily routine from the collected data. Ad-
ditionally, real-time facial recognition can be integrated into
smart home systems using machine learning [16].

Although 5G technology is still being discussed, 6G
technology has already been introduced to support wireless
services and applications [17]. These technologies (5G/6G)
enable faster communication with very low latency in smart
home systems, which is especially critical for security camer-
as. [oT architecture generates substantial amounts of diverse
data at extremely high speeds [14]. 5G or 6G technology is
essential to efficiently manage the delays that arise from the
increasing number of devices utilizing [oT technology.

Blockchain is a promising technology for integration
with 6G to ensure easy and secure access to heterogencous
parts of the network [17]. Although blockchain initially
emerged as a foundation for virtual currencies [18], it now
enables secure and transparent data sharing between smart
home devices. Blockchain enhances security by ensuring
that data are traceable and immutable. Additionally, block-
chain facilitates the use of smart contracts. It can also be
utilized to protect personal data and ensure privacy [18].

Quantum computers represent another type of technol-
ogy that can be considered in this context. Quantum technol-
ogies have facilitated the development of ultra-sensitive sen-
sors, durable encryption techniques, and fast solutions, all
of which enhance the performance of smart home systems.
In his study, Kjamilji [19] developed new machine learn-
ing classification protocols and ensured their compatibility
with blockchain technology. Furthermore, he demonstrated

that the proposed method is resistant to quantum-computer
attacks.

Technologies such as machine learning, artificial in-
telligence, and blockchain are expected to contribute to the
further development of smart home systems in the future.
However, new technologies also introduce new security
threats [18]. Studies have focused on making smart homes
more integrated, secure, and efficient by leveraging these
technologies together. Emerging technologies (e.g., 5G/6G
networks, quantum computing, blockchain) are anticipated
to play a critical role in Internet of Things (IoT) systems and
applications [14].

IV. Smart Some Systems and Security

Advances in Internet of Things (IoT) technology have
been revolutionary for modern life, particularly in the de-
velopment of smart home systems. However, recent studies
have highlighted the importance of securing these systems
due to their various vulnerabilities. Another critical area of
concern is the integration of IoT devices, which, while ena-
bling real-time monitoring and alerts, can also be vulnerable
to cybersecurity threats and data privacy issues. Research
suggests that smart home security systems can reduce false
alarms and improve overall efficiency by leveraging data an-
alytics and machine learning. Nevertheless, these advance-
ments necessitate robust security measures to protect user
information and ensure system reliability [20].

Another critical issue is the lack of standardization in
security updates for smart home devices. Many manufactur-
ers have released devices without sufficient support for con-
tinuous security updates, leaving them vulnerable to emerg-
ing threats. To address this, some researchers have proposed
self-adaptive solutions such as UP-Home, which automat-
ically identifies and mitigates vulnerabilities with minimal
human intervention, ensuring that devices comply with in-
dustry security standards [21]. Furthermore, the integration of
biometric technologies, such as facial recognition and finger-
print identification, has been explored as a means to enhance
security, particularly for controlling access to homes. These
technologies provide a higher level of security than traditional
password-based systems because they rely on unique personal
characteristics that are difficult to replicate [21].

The importance of IoT integration in smart home auto-
mation and security has been highlighted in recent studies.
With the rapid proliferation of the Internet of Things (IoT),
many cyberattacks are expected to target [oT-based systems.
Attackers often exploit vulnerabilities in IoT devices con-
nected to critical systems as entry points [22]. While these
systems allow users to remotely monitor and control home
appliances, the integration of multiple devices from different
manufacturers increases the attack surface, necessitating the
implementation of stringent security protocols [23]. Addi-
tionally, combining hardware and software in loT-based sys-
tems can enhance security by enabling real-time monitoring
of processes and device commands, thereby reducing the
risk of unauthorized access [24].
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V. Methodology

A. Data Sources

This study presents a systematic analysis of studies
on smart homes and human-computer interaction topics in-
dexed in the Scopus database. The Scopus database has a
broad scope, and studies published in it undergo rigorous
evaluation processes [25]. Additionally, Scopus provides
data in Excel format, enabling researchers to access the in-
formation required for their analyses. As a well-established
and continuously updated resource, the Scopus database is
widely accepted as a standard by many universities [26].
Therefore, an analysis of studies published in the Scopus
database was conducted for this research.

Selection of
document
type "Article,
Book, Book

Selection of
Keywords
Selection of "Smart
database homes and
"Scopus" Human Chapter,
Computer Conference
Interaction" Paper"

Language

"English"

Figure 3. The process of obtaining data sources

B. Data Analysis

The data obtained from the Scopus database can be
downloaded as an Excel file, allowing the information about
the studies to be displayed in rows and columns. This format
enables researchers to analyze the data effectively to address
their research questions. Software developed in the R lan-
guage was used to generate the descriptive statistics in Fig-
ure 4, the word cloud in Figure 6, the trend topics in Figure 7,
and the most relevant authors in Figure 10. The data from
the Scopus database were analyzed using the Biblioshiny
package within the R program. The Biblioshiny application
was executed by running the command 'bibliometrix::bibli-
oshiny()' in the R console [27]. These steps were followed to
create the figures presented.

V1. Findings

This study presents a systematic analysis of studies
on smart homes and human-computer interaction topics in-
dexed in the Scopus database.

Timespan

2004:2024

Author’s Keywords (DE)

508

Authors of single-authored docs

17

References

5667

Documents

136

International Co-Authorship

0%

Document Average Age

5.93

Annual Growth Rate

11.61 %

Co-Authors per Doc

4.01

Average citations per doc

23.94

Figure 4. Descriptive statistic

The findings obtained within this scope are summa-
rized as follows. Descriptive information regarding the ana-
lyzed studies is presented in Figure 4. Within the scope of
this study, 136 studies published between 2004 and 2024 20
were analyzed. These studies originated from 91 sources
and were conducted by 510 authors. The studies were either
single-authored or co-authored. As shown in Figure 4, 17 10
studies were single-authored, accounting for 12.5% (n=17)
of the 136 studies. The analyzed studies collectively resulted
in a total of 5,667 citations. The average number of cita- 0
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When Figure 5 is examined, it is observed that the
number of studies addressing the topic of smart homes with-
in the scope of human-computer interaction has increased
over the years. Accordingly, studies in the smart home cate-
gory within this scope gained significant momentum starting
in 2016. In recent years, with the widespread adoption of
technology and its increased accessibility, interest in smart
homes has grown, leading to a rise in studies addressing
concerns and opportunities in this field.
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Figure 6. Word cloud

The most frequently used words in the 136 studies ana-
lyzed are presented in the word cloud shown in Figure 6.

deep learning-
behavioral research-
speech recognition -
computer vision -
domestic appliances -
authentication -

Trend Topics

human activities -

human robot interaction -

blockchain -

automation -

human -

artificial intelligence -

E human computer interaction -

= intelligent buildings -

L) smart homes-

= security systems-

computer security -

internet of things (iot) -

computer privacy -

computer hardware -

security of data-

internet -

telemedicine-

biometry -

ubiquitous computing -

network architecture -

knowledge management - [ ]

technology - L]

The size of the words corresponds to their frequency of us-
age. Accordingly, the most frequently used keyword is Au-
man-computer interaction (n=99), followed by automation
(n=73) as the second most frequently used keyword. intel-
ligent buildings (n=48), smart homes (n=43), and internet
of things (n=41) also rank among the top five terms. Words
related to security include network security (n=17), data pri-
vacy (n=16), security systems (n=14), and security (n=12).
This indicates that studies in this scope address security top-
ics to a lesser extent.

Figure 7 highlights the most prominent trend topics
between 2008 and 2024. When Figure 7 is examined, it is
observed that the term deep learning has been included in
studies since 2020. The term blockchain also emerges as a
concept that has recently entered the literature and is fea-
tured in studies. Considering the years 2008-2010, when
technological advancements were prominent, the trending
term during that period was technology. Regarding the topic
of security, it is observed that studies in this field align with
the introduction of blockchain technology into the literature.
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Figure 7. Trend topics
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Figure 8. Average citations per year

When Figure 8 is examined, it is observed that this
field was less popular until 2013 but gained significantly
more citations after that year. Additionally, the increase in
Figure 8 in 2014 can be attributed to the growing interest in
studies related to the field and the broader academic impact
of the research conducted during this period. This trend may
also be linked to the diversification of domestic applianc-
es. As seen in Figure 6, the mention of keywords related
to domestic appliances in publications corresponds to 2014.
Similarly, the increase in 2020 can be associated with the
introduction of studies on blockchain and human activities,
which led to a rise in citation counts.
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Figure 9 illustrates the sources where studies on smart
homes and human-computer interaction have been pub-
lished. Over 20 studies have been published in the journal
Lecture Notes in Computer Science, followed by the journal
Sensors. The full name of the other journal referred to as
'Lecture' in the table is Lecture Notes in Networks and Sys-
tems. The names of the journals and conferences that have
published the most relevant sources are listed above.

In the published studies, no single author stands out as
the most prolific. When examining the authors of the publi-
cations in this context, it is observed that each of the top 10
authors has contributed two studies to this field. Informa-
tion about these authors' contributions over the years and
the dates of their publications is presented in Figure 10. It
can be noted that Cui, Tie Jun is among the authors who

DIAZ LOPEZ, DANIEL-

ERMINI, SARA-

FILGUERAS, ANTONIO-

2009
2011 4
2013
2015

.
I~ a — (]
— — ™ (o)
o o o o
™ ™ ™ ™
Year

Figure 10. Most relevant author

began contributing to the field recently, with publications af-
ter 2020. Although this field has been active since 2004, the
most prolific authors started publishing after 2009. Overall,
it is observed that authors tend to publish on similar topics
in successive years.

When Figure 11 is examined, it is observed that the
most cited study was conducted by Stoyanova et al. [28] and
published in the IEEE Communications Surveys and Tutori-
als journal. This study addresses the challenges encountered
in forensic investigations in the era of the Internet of Things
(IoT).

With the widespread adoption of the Internet of Things
(IoT), issues such as increased data variety, privacy viola-
tions, and end-to-end encryption have emerged. The study
explores ways to preserve the integrity and security of data
obtained from IoT devices, focusing particularly on priva-
cy-oriented data extraction and blockchain-based solutions.
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Figure 11. Most global cited documents

Figure 11 illustrates that the second most cited study

was published by Stellios et al. [22]. In their research, Stel-
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lios et al. [22] analyzed IoT-based cyber-attacks since 2010
in the context of the widespread adoption of the Internet of
Things (IoT). The publication dates of the most cited studies

Iinternet of things
. internet of things (iot),
.

1ot

[l smart homes

smart home

privacy

security.

e
- human-computer interaction
e
I machine.learning —

.e\der\y

conference on human factors in computing systems,_— proc@

sensors (switzerland)

range from 2014 to 2020. An examination of the topics of
the first two studies reveals that they both focus on the Inter-
net of Things (IoT) and cybersecurity.
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Figure 12. Relationship between keywords, journals and authors

Figure 12 illustrates the relationship between key-
words, journals, and authors. It shows the journals in which
studies on smart homes within the scope of human-com-
puter interaction are most frequently published, the authors
contributing to these journals, and the keywords most com-
monly used by these authors. The size of the nodes in the
graph is proportional to the number of publications asso-
ciated with these elements. The most frequently used key-
words are observed to be internet of things, smart homes,
privacy, security, machine learning, and elderly. At the
center of the graph are the journals where the studies are
most frequently published. The journals in Figure 12 are
the same as those presented in Figure 9. This graph high-
lights the journal with the most studies, the most used key-
words, and the authors associated with them. In this con-
text, it is observed that the journal with the highest number
of publications is Lecture Notes in Computer Science (Fig-
ure 9). The findings of the study and the figures presented
complement each other.

VII. Conclusion

This study explores how human-computer interaction
(HCI) and smart home systems are evaluated from a security
perspective. It examines the history of HCI, its relationship
with smart home systems, intersections with advanced tech-
nologies, and associated security issues in detail.

The development of smart home systems and the in-
dispensable role of HCI highlight that both areas are in-
separably connected by the need to ensure security while
enhancing the user experience. HCI encompasses a broad
field of research. Over time, the core of HCI, which initial-
ly focused on human-computer interaction, has evolved to

include human-robot interaction and interactions with intel-
ligent systems.

Smart home systems, with their unique conveniences,
efficiency, and connectivity, represent a significant aspect of
the widespread adoption of modern IoT systems. Howev-
er, the increasing integration of these systems into daily life
also raises potential security concerns and vulnerabilities.
From this perspective, the relationship between HCI and
smart home systems underscores the importance of design-
ing interfaces that are not only intuitive and user-friendly but
also resilient to security threats.

The evolution of HCI, particularly its convergence
with smart home systems, highlights the need for continu-
ous innovation in both interface design and security mech-
anisms. Future research should focus on exploring how
emerging technologies, such as artificial intelligence and
machine learning, can enhance interactions between hu-
mans and smart systems. Additionally, it is crucial to devel-
op security systems that integrate both technical and human
perspectives holistically to ensure that smart home systems,
widely used even by users with low digital literacy, remain
secure and accessible.

According to the analysis results, more smart home
studies related to security need to be conducted (see Figure 6).
It has been observed that the studies presented in Figure 11,
which examines the most cited works, are focused on se-
curity. Increasing research in this field and paying greater
attention to existing and potential threats are necessary.

Advances in cutting-edge technologies like artificial
intelligence, 5G/6G, blockchain, and quantum computing
will bring significant opportunities and challenges to the de-
sign and operation of smart home systems. Properly lever-
aging these technologies can enhance the comfort, security,
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and overall quality of life provided by smart home systems
to users. Ensuring the security of personal data and main-
taining user trust will be fundamental to achieving secure
smart home systems. In this context, the dynamic nature of
HCI, which continuously adapts to evolving technological
developments, should be utilized to address security chal-
lenges. For instance, Al-driven solutions capable of pre-
dicting and mitigating risks in real time can be integrated
into smart home systems. Additionally, the implementation
of standardized security protocols in smart devices can en-
hance cyber resilience.

In conclusion, as interactions between humans, ad-
vanced technologies, and intelligent systems become more
frequent, the design of smart home systems based on HCI
principles will play a critical role. Emphasizing usability
and security in the design of these systems will be essential
to ensure their user-friendly and sustainable use.
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