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Abstract. The work examines the main aspects of the integration 
of decision making (DM) processes and the control of systems 
(Control Systems, CS) in modern objects with great complexity 
and complexity from the perspective of effective application of ar-
tificial intelligence methods using data flow. The DM procedure is 
treated in the light of modern settings and requirements for suc-
cessful functioning under difficult to overcome conditions such as 
great uncertainty, scarcity and low quality of data, multicriteria, 
stochasticity, significant limitations, variability of structures and 
parameters. Particular attention is paid to the need to increasingly 
involve machine methods in hybrid Decision Making (DM). The 
solution of the DM task is treated as an optimization problem that 
can be solved by different formal, heuristic and hybrid methods 
depending on the context, existing experience and knowledge, 
available resources – cost, time, qualification. Special attention is 
paid to DM and CS approaches in centralized, decentralized and 
distributed site structures. The wide range of possibilities for the 
application of technologies based on artificial intelligence and the 
perspective of their application are indicated.

Intelligence Development in Advanced 
Automation

Modern decision-making and automation methods are 
strongly influenced by developments in three areas:

 – Computer technologies – fast and high-perfor-
mance computers, cloud technologies, computer 
networks;

 – Big data – new sensors, large arrays of structured 
and unstructured data with free access from var-
ious fields; methods for transforming visual and 
textual data into standard code, methods for data 
analysis and evaluation;

 – Effective algorithms – a wide variety of software 
modules for basic operations in the field of deci-
sion-making and modern management: machine 
learning, mathematical modeling, multi-criteria 
optimization, advanced analytics, system analysis, 
decision theory.

These modern strands have large areas of overlap.

Artificial Intelligence and Big Data
A major source of new ideas in the field of deci-

sion-making and modern management of complex sys-
tems are Artificial Intelligence (AI) methods. The leading 
achievements of AI – Natural Language Processing (NLP), 
Image Processing (IP) and Pattern Recognition (PR), Ma-
chine Learning (ML), Deep Learning (DL), Reinforcement 
Learning (RL), neural networks in combination with one of 
the basic directions of Big Data (BD) – Data-Driven (DD) 
processes: Data Fusion (DF), Advanced Analytics (AA), 
Data Analysis (DA) are a powerful incentive for creating 
optimal, robust and adaptive integrated methods of DM and 
advanced control.
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Advanced Decision Making  
and Control

Effective integration between Decision Making (DM) 
and advanced control is impossible without the use of mod-
ern communication methods both at the basic control level 
(FieldBus, ModBus), at the various hierarchical levels in 
Decentralized Control Systems (DCS) – Ethernet and sys-
tem communications in within the Internet of Things (IoT) 
and Industrial Internet of Things (IIoT).

Decision Making Principle
The decision making procedure has input data and in-

formation from the Observation system and forms a recom-
mendation for Action as a result.

The Observation system draws data primarily from the 
Environment and from Feedbacks from the Object of Au-
tomation, which in turn has as inputs the generated control 
input (Action) and disturbances from the Environment.

Decision Making (DM) Process
The DM procedure includes the following sequential 

stages:
1. Define the problem (goal, obstacles)
2. Clarify the relevant information
3. Identify the corresponding criteria
4. Determine how important is each criterion
5. Formation of a set of possible alternatives
6. Evaluation of the alternatives
7. Procedure of the decision problem solving

8. Decision action realization
9. Evaluation of the DM effectiveness 

System Analysis with Accordance  
with DM

Before implementing the actual DM process, it is nec-
essary to make a thorough system analysis of the problem 
situation that has arisen, which contains the following com-
ponents:

1. Goal and main tasks identification
2. Form main principles and conceptual structure of 

DM
3. Clarify reasonable hierarchical levels of the DM 

system
4. Integration, coordination or command?
5. Identify the critical problems and operation scenar-

ios of the system
6. Understand both local level and system level re-

quirements
7. Clarify how big the domain is, the DM and the AI 

knowledge of the engineers, the operators and the 
managers in the system

8. Assess the level of uncertainty

Identifying the Relevant Criteria  
for DM

1. What will be the main approach
 – Worst case (to work)
 – Good enough
 – Optimal or suboptimal

2. Define nonfunctional criteria
 – Safety
 – Security (cybersecurity)
 – Ecorelevant criteria

3. Which are the soft requirements
 – Stackholder’s preferenceas
 – Existing priorities

4. Price of possible trade-offs
5. Which are the dependencies and the limitations be-

tween the individual criteria
6. Which robustness aspects of the DM must focus on

 – Weights of the individual criteria
 – System constraints and limitations
 – Evolving the system components
 – Episodic critical disturbances

• Faults
• Environmental
• References

Functional Scheme of DM
The decision making process is in continuous in-

teraction with the infrastructure formed by the interaction 
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between big data and artificial intelligence. After the emer-
gence of a new situation, on the basis of relevant data and 
information, the meaning of the problem to be solved is 
identified and understood. There are two generalized stages 
of decision making – determining a method suitable for the 

case (DM1) and implementing the decision making process 
itself (DM2). The resulting decision on the recommended 
actions (Action) is addressed for execution to human inter-
vention or to the automatic control system.

Integrated Scheme of DM and Control
In the decision making procedure, in addition to data 

and information about the situation, knowledge and a for-
malized presentation of the strategy adopted by the control 
center of the treated overall system are included. Over time, 
the DM process is continuously improved through machine 
learning methods based on the analysis of the quality of the 

DM, evaluated on the current sequence of decisions already 
made. Decision making can be implemented only by a per-
son (or a team of people) – H, only by a machine (robot, au-
tomatic DM system) – M or with varying degrees of human 
and machine participation (H + M). The actual implementa-
tion of the adopted decision can also be assigned entirely to 
a person (team), to a control system (CS) or hybridly.

Human-Machine Interaction in DM 
and Control

The integration of decision making and automatic con-
trol is a process of interaction and interdependence between 
two relatively independent streams: (i) forming a decision to 

act (DM) and (ii) generating a control effect after the deci-
sion (DM) has already been made. The two streams are not 
in independent strict sequence. They are interconnected in 
the process of their formation.
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Aspects of Decision Making
1. Totally human-oriented (H) – a Human makes a 

decision
2. Hybrid Human-Machine (H – M) – DSS recom-

mended decision
3. Entirely Machine-centered (M) – Automated DM

Degree of Participation in H-M Interaction

• Human in the Loop
 – H – Makes decisions using in part the DSS recom-

mendation
 – M – DSS and/or partial low level decisions
 – H >> M

• Human in the Loop only as an exception
 – H – Episodic DM in a number of critical situations
 – M – makes the main part of the decisions, learning 

from H
 – H > M

• Human on the Loop
 – H – control of DM, correction of the rules and pa-

rameters in DM tools, approve decisions
 – M – Preparing all decisions
 – H << M

• Human out of the Loop

 – H – only monitoring the DM, access only in new 
situations

 – M – Makes all decisions
 – H << M

• Automated DM
 – H ~ 0

Effect of HMI

Using artificial intelligence technologies for machine 
learning (ML) can improve both independent human-based 
DM (DMH) and automatic DM (DMM), but when they are 
integrated, a significant holistic effect can be obtained.
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There is a wide variety of theoretical and heuristic de-
cision-making methods. The closest to a consensus accept-
ance of the basic ones are the mentioned four.

DM Models 

1. Rational Sequence of steps to arrive at a decision
2. Bounded 

rationality
Not optimal, just Good enough or It works

3. Intuitive Based on instincts and old patterns
4. Creative Decision on the target problem doesn’t exist

Any emerging situation requiring DM can be described 
with acceptable completeness by a certain number of indi-
cators. Some of them are characteristic of the problem as an 
essence; the rest are a form of requirement or preference. 
The choice between one or another basic method for DM is 
determined by the ratio of the possibilities of the specified 
methods to cover the requirements for a given characteris-
tic of the problem to be solved. It is itself a multi-criteria 
optimization problem and is solved in an inner loop of the 
overall DM procedure for each new situation.

1. The problem (goal) task is clear Fully Enough Average Enough

2. Necessity of information Big Average Low Big
3. All criteria are clear Fully Enough Poor Fully
4. Limitation of time for DM No Average High No
5. Optimal decision is critically important Yes Good enough Low Yes
6. New innovative DM is needed No No No Yes
7. Essential necessity of experience in solving the target problem No Average High No
8. The methods of DM are clear Fully Average Enough In part
9. Risk of incorrect decision Low Average High Low
10. Perspectives of AI implementation in DM High Modest Low High

Temporal aspects for DM in many business and indus-
trial process tasks (e.g. multi-stage process management) are 
critical to the quality of the solution. It is assumed that solu-
tions can be classified into three categories.

Temporal Aspects of DM 
1. Tactical
2. Operational
3. Strategic

The methods of obtaining tactical (immediate), oper-
ational (short horizon) and strategic (long horizon) DM are 
very different:

 – Short horizon cases are solved using Reinforcement 
Learning (RL) or Neural Episodic Control (NEC) 
approaches;

 – Long horizon situations are treated with some of 
the reinforcement learning variants:
• Policy gradient;
• Actor-critic;
• Value iteration.

Temporal Aspects of (DM – C) Integration

The choice of a way to implement the proposed solu-
tion for action of DM is an essential moment from its tem-
poral aspects:

 – For objects with relatively short transient 
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processes lasting up to several tens of minutes, 
implementation with an automatic control system 
(C) is appropriate;

 – In case of high inertia of the process or duration 
of the cycle (greater than 24 hours), DM 
implementation with human operator should be 
used;

 – A hybrid solution (C + DM) can be selected in the 
hour-day-night time interval.

Hard Decision Making Problems

1. High dimensionality of the decision state space
 – Computational complexity
 – Reduction of the decision and the action spaces
 – Decomposition of large networked DM problems 

System Level Synthesis of DM policy
2. Multicriteria decision making
 – Analytical hierarchical process (AHP)
 – Decision matrix approach
 – Pareto front

3. Problems with the data and the information
 – Not complete or scare
 – Bias: human- and algorithmic-based
 – Low data quality
 – Incorrect timing: cohesion and synchronization
 – Communication problems

4. DM under deep uncertainties (DMDU)
 – Probabilistic approaches:

• Stochastic mathematical models
• Probabilistic programming languages (PPL)
• Deep PPL
• Combining differentiable and PPL approaches

 – Robust DM
 – Adaptive DM
 – Temporal DM

5. Specific context problems
 – Big number of constraints on the decision and the 

action spaces

 – Strong evolving of running processes
 – Strong nonlinearity

Decision Problem Solving
A large number of methods for solving the tasks of 

decision making have been developed in varying degrees of 
completeness and applicability. The main part of them are 
oriented towards hard DM problems, to which the tasks re-
lated to large scale sophisticated systems usually refer.

Analytical Hierarchical Process
As an example, one of the most frequently used meth-

ods for multi-criteria decision making (MCDM) – analytical 
hierarchical process (AHP), applied intensively since the 
80s of the last century, is given.
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Advanced Control System
Modern automation systems are based on the signif-

icant advances in automatic control theory of the last two 
decades of the last century. They led to the development of a 
large number of control algorithms based primarily on math-
ematical models, the main ones being:

 – Linear-quadratic regulator (LQR);
 – Linear-quadratic Gaussian regulator (LQGR);
 – H-infinity controller (H∞);
 – μ-synthesis-based controller;
 – L2, L∞ – controllers;
 – Model predictive control (MPC);
 – Fuzzy-logic based control (FLC).

The necessary inputs for these control algorithms are 
formed in modern observation modules, including:

 – Sources;
 – Observers (e.g. Luenberger);
 – Kalman filter (KF) or extended Kalman filter 

(EKF);
 – Inference based on indirect measurements.

Mathematical models can have different origins:
 – First principle models;
 – Models obtained by identification;
 – AI technologies data-driven models;
 – The target is defined via decision making.

AI-Based Control System
Modern control systems, which are based on AI tech-

nologies, have a significantly more complex functional 
structure than conventional implementations. For the pur-
poses of simulation, analysis, synthesis and evaluation of the 
control system, it is appropriate to present it as a network. 
It includes both physical elements (objects with executive 
mechanisms, regulating organs and sensors, as well as en-
vironment), and a large number of computational modules 
forming strategy and reference trajectory, state estimation, 
mathematical models, decision making, communication and 
computational procedures. All connections are multivariate 
and should be synchronized.

Reinforcement Learning
One of the most promising modern methods for bridg-

ing the gap between robust control theory (H∞, μ-synthesis) 
and machine learning is Reinforcement Learning (RL). Dur-
ing the nearly 40-year development of this approach, nu-
merous implementations of it have been developed. What 
they have in common is the introduction of new structural 
elements that form the reward r, policy π and value function 
v based on a self-learning procedure using a data stream for 
interaction with the environment, given goals, preferences 
and constraints. In the usual task of achieving robust control, 
in a desired viewing horizon (short, mean, long) in real time, 
three structures have proven to be the most efficient:

 – Actor-critic (AC);
 – Policy gradient (PG);
 – Value iteration (VI).
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Integration DM – Control System
The initial stage of DM/CS integration consists only in 

forming the reference input Y0 for control system based on 
the internal decision-making procedure of the DM block (in 
its part for implementation by the control system).

Extension of DM – Control System
Advanced integration additionally includes recom-

mendations for the selection of relevant algorithms from 
the control system depending on the characteristics of the 
problem situation – degree of uncertainty, operational pref-
erences, malfunction situations, communication problems, 
cyber attack.

Main System Structures 
It is generally accepted that there are three basic struc-

tures in controllable and computer systems:
 – Centralized;
 – Decentralized;
 – Distributed.

Centralized Industrial Control System
As an example, one of the most common implemen-

tations of centralized control in industrial automation is 
shown:

 – Centralized device Programmable Logic Controller 
(PLC);

 – End devices: standard Proportional Integral 

Derivative (PID) controllers.
ProfiBus, ModBus or FieldBus are used as a data high-

way. The PLC function could be accomplished by relatively 
new devices:

 – RTU – Remote Terminal Unit;
 – PAC – Programmable Automation Controller;
 – EPIC – Edge Programmable Industrial Controller.
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Over time, the computing power of centralized PLCs, 
PACs and EPICs has skyrocketed.

The functional and communication capabilities of the 
programmable automation controller (PAC) are significant 
and include connections to the following groups of devices:

 – Measurement and data collection – analogue I/O, 
discrete I/O, serial I/O;

 – Management through final regulators – PID 
control, electrical machines (EM) control;

 – Human-machine and operational interfaces;

 – Computational interconnections – OPC, SQL;
 – Direct connection with SCADA (supervisory 

control and data acquisition).

Decentralized DM – C Control System
The decentralized scheme includes multi-layer deci-

sion making with a tree structure and final stages with local 
centralized devices PLC, PAC or EPIC and final PID regu-
lators.

Decentralized Multilevel Multicriteria 
DM

The task of decentralized decision-making becomes 

significantly more complicated when – in addition to being 
multi-layer – it is also multi-criteria (MCDM).
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Industrial Hierarchical Integrated  
DM – C System

In the generally accepted hierarchical structure of in-
dustrial production systems, the integration of decision mak-
ing and control is realized at the first two hierarchical levels:

 – At the level of aggregates, DM and advanced 
control procedures are integrated (model predictive 
control, reinforcement learning, robust control);

 – At the divisions level, DM/C, DM3 integration is 
implemented by applying hybrid techniques from 
decision theory and robust and stochastic control 
methods. Technically, it is executed with the means 
of MES (manufacturing execution system);

 – At the plant level, modern DM4 decision making 
methods prevail and decisions are implemented in 
the ERP (enterprise resource planning) system.

Distributed Decision Making
1. Holistic approach in decision making:
 – Common access to information and knowledge

 – The behavior of the whole system is the result of 
decisions and actions of each individual node

 – Each node makes decisions according to the 
accepted consensus mechanism and the available 
information

2. In case of a serious fault, damage or dangerous 
situation, a distributed DM can reconstruct himself 
in a decentralized DM

3. Functional communicativity includes:
 – Information and knowledge exchange:

• State, data (past, current, prognostic)
 – Physical interactions:

• Material and power flows
• Concentrations, contents, granulometry of flows
• Heat and mass exchange

Distributed Integrated DM – C System

Decentralized DM – C System  
for Smart City Control

As an example of hierarchical multicriteria DM, the 
smart city control system is considered. It is treated as a sys-

tem of systems (SoS), including four smart subsystems: en-
ergy, transportation, industry, environment. Only the smart 
energy subsystem – and even partially – is presented in more 
detail. The remaining subsystems have a similar tree struc-
ture.
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Integration of DM, Control  
and Communication

Communications play a key role in decision mak-
ing control integration, because the observations required 
for DM in hierarchical, distributed and SoS structures are 
formed as feedforward and feedback sources of data and in-
formation from different levels and elements, being physi-
cally transferred by the corresponding Data Highways (DH) 
and Ethernet networks.

In program-like industrial automation a communica-
tion system is designed as a combination of Data Highway 
(DH) networks, Ethernet networks and gateways in order 
to guarantee the interconnections between them. At the 
basic level there is a broad number of data highway con-
trollers (PLC, PAC, RTU), Industrial Controllers (IC) and 
human-machine interfaces that can be integrated in a data 
highway network. The data flow in the DH network is rela-
tively slow, but it is still enough for the requirements for the 
rate of data transmission in this level.

Ethernet networks could be designed in various net-
work structures corresponding to the higher system levels. 
They are faster than the DH networks and are with universal 
adoption. Nearly any advanced control equipment is com-
patible with Ethernet networks.

Due to the necessity of gateways to connect old and 
new components in a whole system of industrial automation, 
many equipment manufacturers snow provide a large range 
of I/O and network ports sin a single device to allow the 
integration in a relevant way.

 Industrial Realizations of Integration 
between DM, Control  
and Communication

As an illustration, wide configurational communica-
tion capabilities of a modern multi-functional EPIC (Edge 
Programmable Industrial Controller) regulator are shown at 
the second level in the hierarchical pyramid for the integra-
tion of decision making and control.

Design of Integrated DM – C Systems
Design is a key stage in the construction of an ef-

fectively functioning integrated decision making – control 
system. The design process is a sequential procedure with 
numerous iterations. The design of a DM/C system cannot 
be successful for the current moment and in perspective – 
for future development, if the main conceptual frames of 
the project are not clarified in the conceptual stage, and in 
particular:

 – The particularities of the case under consideration;
 – Restrictions of different types and requirements set 

by the contracting authority;
 – The main principles of decision making and control 

processes:
• Orientation to appropriate methods and 

algorithms;
• Use of artificial intelligence technologies 
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to realize human-machine interaction in the 
integrated DM/C system;

• Basic structural, communication and software 
aspects.

1. Contextualization:
 – Domain(s)
 – Data
 – Knowledge

2. Constraints in the design process:
 – Existing DM and control part
 – Available resources – cost, time, human 

qualification

 – Traditions and user’s preferences
 – Firms’ contracts with vendors

3. Framework with tentative human-machine 
collaboration: H, (H+M), M

4. The basic theoretical framework of the DM system
5. The main architectural and software aspects

The successive stages of designing an integrated de-
cision making – control system requires close interaction of 
DM and control specialists, as well as the formation of a 
unified approach when making design decisions for the next 
steps in the project based on the analysis of existing experi-
ence and detailed simulation.

Advances of Implementing AI DM – C 
Systems

1. Allows critical decisions to be made in limited time 
and complex situations;

2. Too many alternatives can be analyzed that cannot 
be grasped by humans;

3. Robust solutions are determined, little sensitive to 
changing situations;

4. Fast, high-quality approximate solutions are 
obtained;

5. Through machine learning, the quality of decision-
making algorithms is continuously improved;

6. Multi-aspect processing and evaluation of the 
information available for the case is carried out 
by combining different fragments presented in 
various forms and scales; using different databases 
at different levels of abstraction; application 
of methods from the field of NLP; combining 
different types of information (data fusion) and 
classification of heterogeneous data;

7. Easier transferability of DM solutions to similar 
objects is realized by applying efficient methods for 

presetting algorithm parameters through machine 
learning;

8. Through simulation based on real data, the quality 
of the evaluation of alternative options, necessary 
in the decision-making process, is significantly 
improved.

Conclusion
Close integration of decision-making procedures and 

management at different levels of modern industrial, trans-
portation, energy, environmental and other similar systems 
is becoming more and more urgent due to their increasing 
complexity, complexity and interconnectedness.

At the same time, the independent development of DM 
and management systems is not a sufficient guarantee for 
extracting a full synergistic effect from their joint work, be-
cause they are closely related to each other. 

The DM needs primary information from the sensory 
and logical part of the control systems to identify emerging 
situations, and must also take into account the properties of 
the CS in forming an appropriate decision implementation 
plan. 
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The work examines the main aspects of the integration 
of Decision Making (DM) processes and the management of 
systems (control systems, CS) in modern objects with great 
complexity and complexity from the perspective of effective 
application of artificial intelligence methods using data flow.

The DM procedure is treated in the light of modern set-
tings and requirements for successful functioning under diffi-
cult to overcome conditions such as great uncertainty, scarcity 
and low quality of data, multicriteria, stochasticity, significant 
limitations, variability of structures and parameters.

Particular attention is paid to the need to increasingly 
involve machine methods in hybrid Decision Making (DM).
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