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AUTOMATICA
M. Hadjiski. Trends in the Development of Industrial Automation in the Era of Artificial Intelligence. 2020, No. 1-2, 6-17.
Key Words: Industrial automation; artificial intelligence; trends; distributed control systems; cyber security.
Abstract. In the paper is presented analysis of the main now days challenges in the field of business, basic industrial technologies and 
ecology and the potential of the advanced control technologies as an important component for solving them. As dominant are considered 
the Industrial Automation (IA) methods and implementation of Artificial Intelligence (AI) achievements in industrial automation in order 
to meet automatic and operational management as well equipment reliability and cybersecurity. The historical development of industrial 
automation at different levels in modern Distributed Control Systems (DCS) is considered. Special attention is paid to the rapid devel-
opment of the basic control level through PLC, PAC and EPIC controllers and expansion of their technological capabilities for control 
and communication with the higher hierarchical levels of DCS. The reasons why AI is becoming a leading paradigm in modern times are 
analyzed. The historically formed connections and mutual influence between the control theory and artificial intelligence are discussed. 
The main directions in which the fastest and most effective ways of introduction the AI's methods and techniques in industrial automation 
are under consideration. The problems of suitability for solving the tasks of industrial automation with the methods of AI depending on 
the amount of available data are treated. It is specifically focused on one of the key points of advanced industrial automation – creation of 
mathematical models and their maintenance with the necessary accuracy due to the evolution of the environment and the elements of the 
control system itself. The integration of classical control methods and AI-based approaches are considered in two case studies: (i) process 
control of cement production with emphasis on the clinker kiln and (ii) control of the regime of heat treatment of wood in an autoclave with 
a focus on combining analytical modeling of heat transfer processes and data-driven sub-optimal control under conditions of parametric 
uncertainties. The study examines the effectiveness of the application of artificial intelligence methods to expand the scope of traditional 
industrial automation to include subsystems for reliability and cybersecurity. The reliability of the technological equipment is ensured by 
modules for achieving fault tolerance model-based diagnostics and technical maintenance based on the assessment of the state of the sys-
tem. Cyber security is guaranteed by elements that provide protection against cyberattacks and reduce operational uncertainty. As an exam-
ple for condition-based maintenance is considered an integrated control system of Peirce-Smith converter from the metallurgical industry. 
It is concluded that the methods of artificial intelligence give a new inspiration to the future development of industrial automation. These 
methods allow to achieve new functional capabilities for technological and operational control, reliability and cyber security compared to 
traditional means of industrial automation. The integration of artificial intelligence in industrial control systems can be successful only if 
the combination of domain knowledge with the achievements of advanced industrial automation and the new methods, techniques and tools 
of artificial intelligence will be realized in full degree.

P. Petkov. The Jordan Canonical Form – Myths and Reality. 2020, No. 1-2, 18-22.
Key Words: Jordan Canonical Form; algorithm of Kublanovskaya-Ruhe-Kågström; Weyr Canonical Form.  
Abstract. The paper presents some comments about the development and implementation of numerical algorithms for finding the Jordan 
canonical form of a square matrix. A short history of the algorithm of Kublanovskaya-Ruhe-Kågström is given. This algorithm uses an 
orthogonal reduction to staircase form in order to find the Segre characteristic of the multiple eigenvalue (the dimensions of the Jordan 
blocks pertaining to this eigenvalue). It is noted that this algorithm actually finds the Weyr characteristic and Weyr canonical form of the 
original matrix. That is why the program of Kågström and Ruhe can determine reliably the numerical structure of the given matrix. It is 
argued that in most cases this program can produce an accurate result for the Jordan form although this is in contradiction with the opinion 
of many researchers working in the field of matrix computations. Three myths concerning the numerical determination of the Jordan form 
are discussed. An 8th order example is given which demonstrates that the program system MATLAB® (and LAPACK package) produce 
results for the multiple eigenvalues which contain large errors, while the Kågström-Ruhe algorithm finds these eigenvalues to full machine 
precision. In such cases the eigensystem problem is ill-conditioned and some regularization technic is necessary to use. It is insisted that the 
Kågström-Ruhe algorithm is well suited for such a purpose. The paper ends by the note of G. W. Stewart that “… as a mathematical probe 
the Jordan canonical form is still useful, and reports of its dead are greatly exaggerated”.

V. Stefanova-Stoyanova, K. Stoyanov. Nature, Properties and Advantages of the Intelligent Distribution Energy Networks with 
Electricity Storage. 2020, No. 1-2, 23-28.
Key Words: Smart Grid; distributed grid networks; intelligent management; energy storage; microgrid; ICT; smart home; smart sities.
Abstract. In the future, the methods and technical means for intelligent control of final energy consumption by economic criteria in real time, 



based on the integration of electricity and information networks, will become a priority for the construction and operation of Smart Energy 
Networks (SMART GRIDS), i.e. Energy Internet. Thus, energy and information processes in micro-networks must be considered as inter-
connected. Electricity storage is a key element of future smart distributed energy networks. For energy companies, the key pursued goals 
for the development of Smart Grid technologies are: reduction of energy losses; increasing the timeliness and completeness of payment for 
consumed energy resources; control of unevenness of the electric load schedule; improving the efficiency of asset management of energy 
companies; improving the quality of the integration of renewable and distributed generation facilities into the power system; improving the 
reliability of the energy system in the event of emergencies; improving the visualization of energy infrastructure facilities. The key tasks to 
be solved by energy consumers in the implementation of Smart Grid technologies are: improving consumer access to energy infrastructure; 
improving the reliability of power supply to all categories of consumers; improving the quality of energy resources; creation of a modern 
interface for interaction between energy consumers and its suppliers; the opportunity for the consumer to act as a full participant in the 
energy market; enhanced opportunities for consumers to manage energy consumption and reduce the level of payments for consumed en-
ergy resources. Governments and regulators of the energy industry are striving to achieve the following goals through the development of 
Smart Grid technologies: increasing the level of satisfaction of energy consumers with the quality and cost of energy supply; ensuring a 
stable economic position of enterprises in the energy industry; ensuring the modernization of fixed assets of the energy industry without a 
significant increase in tariffs. From the presented information it can be concluded that Smart-Grid is a system that is able to self-monitor 
and provide reports for all participants in the network (its status, needs, etc.) and complete information about the electricity generated and 
transmitted in every aspect: efficiency, losses or economic benefits; This is especially important for liberalized electricity markets, where 
trade is "hour-ahead". In this way, the smart system builds a "load profile" of each user and can accurately redistribute prepaid energy from 
exchanges. The surplus can be accumulated in a storage battery module or in heat energy in the consumers' boilers, depending on what the 
consumer or the consumer group has. In case of lack of (requested) energy, when the consumption has to be limited, the system has variants 
of strategy in which it either stops powerful consumers, without special significance (eg electric water heaters) or switches consumers to 
"energy storage", until the next period/hour, thus the system includes as an energy generator the accumulator unit for storage of Electricity 
and delivers in the network the insufficient amount of energy, ie. this user is "active", i.e. it consumes and "produces" energy. This would 
reduce the need to maintain a "cold" reserve and make the energy produced cheaper. The authors study the behavior of a real SG system 
developed by them, have a "lake of data" on its operation for several years and prepare a patent solution for cheap home "smart composite 
batteries". The concept of using "smart controllers" as perceptrons – elements of neural networks, in which SG can be trained and respond 
autonomously as effectively as possible, is also the author's. The more modern and up-to-date perspective that the authors apply is to use 
neural network technology and machine learning to predict consumer behavior and energy generation in generating capacity, and to de-
velop a strategy for the use of storage capacity (energy storage) as generating ones in order to balance the networks and use the cheapest 
source of electricity for a given period. It is also possible to apply purely economic approaches such as clearing, in the supplier-consumer 
relationship, consumer-consumer, many users to supplier. Thus, networks of pure distribution, if they have elements of "smart grid", have 
"energy storage" capacity, can become highly efficient generating capacity to provide third parties (consumers, which can be entire net-
works) capacity, which far exceed their own consumption, but this will be the subject of a separate article by the authors.

N. Deliiski, N. Trichkov, D. Angelski, Z. Gochev, N. Tumbarkova. Computation of the Temperature Field in Logs Stored in an Open 
Warehouse. 2020, No. 1-2, 29-33.
Кey Words: 2D model; atmospheric air temperature,; beech logs; thermal treatment; model based control.
Abstract. This paper describes an approach for mathematical modeling and research of the 2D non-stationary temperature distribution and 
average mass temperature of logs stored in an open warehouse and influenced by the periodically changing atmospheric temperature near 
them. Mathematical descriptions of the thermo-physical properties (specific heat capacity, density, thermal conductivity and convective heat 
transfer coefficient in radial and longitudinal anatomical directions) of the non-frozen wood and also of the periodically changing during 
many days and nights temperature of the atmospheric air as a processing medium have been presented. They are introduced in the convective 
boundary conditions of our own 2D non-linear mathematical model of the logs’ heating and cooling processes. For the numerical solving of 
the model a software program has been prepared in the calculation environment of Visual FORTRAN Professional developed by Microsoft. 
Results from simulative investigation of the 2D non-stationary temperature distribution and average mass temperature of non-frozen beech 
logs with semi-industrial dimensions (diameter of 0.24 m and length of 0.48 m), moisture content of 0.6 kg·kg-1, and initial temperature of 
20 oC during their five days and nights continuous alternating heating and cooling at sinusoidal change of the air temperature with initial 
values of 20 oC and different amplitudes are presented and analyzed. The presented approach for the computation of the 2D temperature 
field in logs and their average mass temperature at periodically changing ambient air temperature can help for the accurate determination 
of the initial temperature of the logs before their thermal treatment, depending on the duration of the logs’ storing in an open warehouse. 
This approach is suitable for application in the software of systems for optimized model based automatic control of the thermal treatment 
processes of logs and other wood materials. The obtained results can be used for development of energy saving technological regimes with 
an optimal duration depending on the precise determined initial temperature of the materials of each charge subjected to thermal treatment.

INFORMATICS
W. Dimitrov, K. Spassov, S. Syarova. Analysis of the Scope of a Conceptual Model for a Sharing Center for ICS Cyber Security 
Operations. 2020, No. 1-2, 34-38.
Key Words: Cyber; security; operations; center; ICS; shared.
Abstract. The article offers an analysis of the scope of a conceptual model for a Shared Industrial Control Systems (ICS) Cyber Security 
Operations Center (SOC). The analysis of design of the conceptual model is aimed at bridging the gaps in existing market solutions and 
meeting the needs of the entire cycle of cybersecurity engagements. It ensures continuous proportional ICS protection against malicious ac-
tors and in accordance with regulations and standards. The focus of the research is on the three basic functions of cybersecurity cycle – pro-
active functions, security operations management, and cybersecurity incident response. The aim of the study is to increase the effectiveness 



of cybersecurity for all Shared SOC subscribers, to overcome the problem of staff shortages, and allow each company to focus on its core 
business. The applied methodology is based on the Feature Driven Development approach, empirical experience from the implementation of 
cyber defense systems, and interdisciplinary vision. The proposed analysis provides reference points for synthesizing a private solution for 
multiple clients of Shared SOC, a basis for concept of operations and preparation for technical design. The idea of a Shared SOC provides 
a powerful tool for meeting the requirement for multi-layered cyber protection, which is already a fact in many regulatory measures. Shared 
SOC creates conditions for all subscribers with ICS to increase their level of maturity in cybersecurity.

R. Hrischev. Information Security in Enterprise Resources Planning Systems (ERP). 2020, No. 1-2, 39-43.
Key Words: ERP systems; data security; security policy.
Abstract. This paper introduces Enterprise Resource Planning (ERP) systems from its evolution through architecture to its products regard-
ing the security point of view. ERP is a technology that integrates most business processes and covers all information flows in the organi-
zation. ERP is a prerequisite and tool with which the enterprise can automate its core business activities, reduce the complexity and cost 
of their interaction, force the company to start reengineering business processes to optimize its work and generate a successful business. 
But modern business is more and more open to communication with external organizations, especially through the Internet. Therefore ERP 
system is becoming a system with high vulnerability and high confidentiality, in which security is a critical aspect. The main characteristics 
of ERP systems are presented. The largest ERP vendors have already integrated their security solutions; many vendors are using specialized 
hardware and software solutions. The new e-business requires the development and implementation of e-features of ERP systems (e-orders, 
e-shop, e-store, e-invoice, etc.), focuses on business between companies and customers. New technologies – Cloud computing, IoT, Block 
Chain are opportunities to make ERP highly integrated, more intelligent, more collaborative, cloud-based.  Based on the literature of the 
biggest developers of this type of systems are presented popular security solutions for ERP systems. The standard architecture of the sys-
tems, the security policies guaranteeing secure access to the information are presented. Methods for data transfer with remote access to the 
systems are considered. The evolution of database development from structured (SQL) via unstructured (NoSQL) to blockchain is shown. 
The methods for ensuring secure access to user information used by the developers of ERP systems, such as permissions, roles, authentica-
tion, are summarized. The main challenges to information security and the prospects for ensuring data security are outlined.

NEWS, INFORMATION, SOCIETY
N. Nikolov. 50th Anniversary of the Department of Industrial Automation of Technical University of Varna. 2020, No. 1-2, 44-46.
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AUTOMATICA 
M. Hadjiski, N. Deliiski. Intelligent Control of the Wood Thermal Treatment Process under Variable Scheduling. Part 1. Problem 
Statement and Approaches. 2020, No. 3-4, 5-11.
Кey Words: Case-Base Reasoning (CBR); mathematical modeling; operational conditions; scheduling; suboptimal control; Thermal Treat-
ment Process (TTP).
 Abstract. An intelligent system for control of the thermal treatment process (TTP) of wood materials addressed toward manufacturing with 
necessity of often rescheduling is proposed via combination of model-based and data-driven approaches. Using First-principle mathemati-
cal model of TTP presented by Partial Differential Equations in 2D space with suboptimal model-based control algorithm and Case-Based 
Reasoning (CBR) approach an explicit suboptimal control system is investigated in different operational conditions. A set of virtual sub-
spaces for feasible operational situations for variety of objective criteria of value assessment is created using traditional problem-decision 
representation. As the search spaces are well structured, the search procedure based on traditional K–NN algorithm is strongly simplified. 
In this way the complicated computer simulation of the TTP at each time step due to the plant’s parameter distribution, nonlinearity and op-
erational or environmental disturbances are fulfilled off-line. On-line are accomplished relatively small part of the calculations connected 
with the traditional R4–operations in CBR, objective functions estimation, some data-based and rule-based control parameter corrections 
and possible adaptation from charge to charge. Some results of the simulation experiments are presented and analyzed. 

K. Boshnakov, D. Slavcheva, D. Petkova. Empirical MIMO Model of Biological Wastewater Treatment. 2020, No. 3-4, 12-16.
Key Words: Empirical MIMO model; biological wastewater treatment; Wiener model structure; Principal Component Analysis; polynomial 
approximation; neural networks.
Abstract. The aim of the present work is to develop data based MIMO mathematical model for biological wastewater treatment, designed 
for real-time work, and a procedure for creating mathematical models of this class. An analysis of the processes of biological waste-
water treatment for the purposes of their mathematical modelling is made. The study includes variables that are known to have sensors 
worldwide or to have software sensors developed. In conducting the research published in the present work, a combination of real and 
synthetic data is used. The constructive parameters of the considered installation correspond to settlements with an average number of 
equivalent inhabitants for the country. To develop a MIMO nonlinear dynamic mathematical model, the structure of Wiener model was 
chosen – series-connected linear dynamic and nonlinear static parts. The procedure for creating the mathematical model includes: pro-
cessing of incoming data by the principal components method (PCA); to form the nonlinear static part of the model and to compare the 
predictive abilities, polynomial dependences for each of the intermediate and target variables are derived as a function of the normalized 
values of the three principal components and two types of neural networks for each variable are trained. In one case the independent 
variables are the normalized values of the principal components and in the other – the natural values of principal components. In some 
cases, higher accuracy of approximation is obtained in polynomial dependencies, in others in neural networks. In neural networks, the 
same approximation accuracy with polynomial models is obtained with a larger number of parameters. Based on simulation studies, 



the dynamic characteristics of an installation for biological wastewater treatment are derived. A block diagram of the mathematical 
model for   is presented. The created mathematical model can be used on a modular basis with respect to the target variables of interest, 
regardless of the other target variables.

R. Kosturkov. Model-Based Diagnosis of the Pneumatic Systems Condition. 2020, No. 3-4, 17-21. 
Key Words: Model-based diagnostics; pneumatic systems; pressure drops; time series; coefficient of determination; Pearson correlation 
coefficient.
Abstract. Faults are adverse events in any industrial production system. Their occurrence affects the efficiency of the system and reduces 
the competitiveness of production. Early detection and diagnosis of faults in automated systems is important to prevent equipment damage 
and loss of performance. For this purpose, more and more sophisticated systems for observation and monitoring of basic characteristics 
in automated processes are being built. A prerequisite for increasing their efficiency is the use of additional sensory information, modeling 
and intelligent information analysis to detect faults. The paper explores the possibility of diagnosis of unwanted pressure drops in pneumatic 
systems. These model-based diagnostic methods aim to distinguish the causes of their occurrence or location. The objects of diagnosis are 
pressure drops in the supply line or those in the branch, main lines. The presented formulation of the problem and task are dictated as a 
result of inspection and analysis of operating pneumatic systems of industrial enterprises in the country. It is the pressure drops that are 
defined as the main and most frequently occurring problem in the operation of the system, and for the resource optimization of the distri-
bution network their localization is of special importance. The paper proposes an approach for the use of load diagrams (time series) with 
two measurable variables – instantaneous flow and pressure. Based on continuous monitoring and a known model relationship between the 
two quantities, indicators for detection and localization of pressure drops are determined, reducing the efficiency in the components of the 
pneumatic system - the main line, local stations or the compressor installation. For the purposes of verification of the proposed approach 
and the performed analysis - in general, real system data from 13 specific production machines were used.

INFORMATICS 
Y. Belev, Ts. Ivanova, I. Bachkova. Survey of Security Recommendations for Building OPC UA Applications. 2020, No. 3-4, 22-26. 
Key Words: IEC-62541 (OPC-UA) standard; Industry 4.0 reference architecture; cyber-attacks; security recommendations; OPC-UA ap-
plications.
Abstract. The IEC-62541 (OPC UA) standard is an important part of the Industry 4.0 reference architecture and is recommended as the 
only possible communication standard. A particularly important issue that is being addressed is the issue of security. The paper analyzes 
the vulnerability of cyber-attacks and the main threats that threaten the security of OPC UA-based applications and defines established and 
sustainable recommendations for increasing the security of these applications.

A. Popov, S. Lekova. System for Monitoring and Analysis of the Environmental Data, Part 1, Review. 2020, No. 3-4, 27-31.
Key Words: Particulate matter PM10 and PM2.5; sensors for РМ; temperature and light; Arduino Nano 3.0.
Abstract. Air pollution causes damage to human health and ecosystems. Large parts of the population do not live in a healthy environment 
in accordance with current standards. Today, almost every city has problems with particulate matter concentration, especially in time of 
temperature inversions. This article introduces an automated system for monitoring and analyzing fine particulates in ambient air, tempera-
ture and light. It can be used in the workplace, at home, and in particular in student classrooms and laboratories, not only for monitoring, 
but also for training and refinement involving students, in various disciplines or informal activities.

L. Boyanov. Architectures and Tools for Internet of Things Big Data Processing. 2020, No. 3-4, 32-34.
Key Words: Internet of Things (IoT); big data; big data processing tools; Hadoop.
Abstract. Internet of Things (IoT) is a modern paradigm referring to interconnected things/objects in the global digital network Internet. 
This model differs significantly from the traditional approach of connecting computers, laptops and servers to Internet. There is a huge 
variety of connected devices - ranging from sensors and RFID tags and mobile phones to data centres and supercomputers. They all create, 
transmit and process digital/digital data in a quantity, variety and unimaginable until recently. All this leads to new requirements for the 
means and environment for data processing. The paper presents a classification of architectural model, used for data from IoT. They are 
placed in four groups – such of standardization organization, of commercial organizations, in respect of Industrial Internet of Things and of 
researchers. A well-known architecture, that distinguishes the data path according to the speed of data processing – Lambda Architecture 
is also presented. The paper also looks at the most popular products, programs and software libraries for big data processing. A particular 
attention is given to the Hadoop software library, which allows processing of big sets of data. Other products and tools for ETL (Extract, 
Transform and Load), distributed event streaming, data storage, data processing and analytics are also presented. The paper describes 
a simplified architecture, which has been implemented and demonstrated to work on a 40-node cluster. Its software comes from the open 
source Hadoop environment. The next tasks and future work on this architecture are presented. 

EDUCATION AND QUALIFICATION
A. Atanasov, D. Pilev. Application of Deep Neural Networks in Online Learning of Students. 2020, No. 3-4, 35-40.
Key Words: Online learning; deep neural networks; face recognition; facial emotions recognition; python.
Abstract. This paper presents the application of Deep Convolutional Neural Networks (DNN) in the process of online learning of stu-
dents, which become very important in the time of Covid pandemic. The pre-trained DNN are analyzed and selected one applied for stu-
dents’ face recognition and for facial emotions recognition. On the base of face recognition students are admitted to the online lectures, 
exercises and exams. As well, face recognition used to control students whether they regularly visit the lectures and the exercises. The 
analysis of students’ facial emotions (positive, neutral or negative) was used for personalization of the study process and for adaptation 
of the lecture material. 
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AUTOMATICA
R. Vladova, E. Kirilova, N. Vaklieva-Bancheva. Method for Overcoming Uncertainties and Increasing Resilience through Heat 
Integration of Flows in Batch Production Systems. 2021, No. 1-2, 5-10.
Key Words: Heat integration; batch processes; stochastic optimization; flexibility index.
Abstract. By definition, sustainable development is a way of using natural resources that aims to meet human needs while maintaining the 
natural balance with the environment, so that these needs can be met both now and for future generations. The creation of highly efficient 
technological processes, energy efficiency in every sphere of the economy and society, the production of energy from renewable energy 
sources, the economy of materials, the use of renewable natural resources, the development of green and eco-technologies, prevention of 
harmful waste; effective governance of the economy, society and the environment are part of the most important policies underlying the 
European Union's (EU) Sustainable Development Strategy. Creating energy efficient production systems involves less impact on the envi-
ronment. One of the most powerful tools for creating this type of system is the integration of energy and mass processes. Process integration 
covers a wide range of system-oriented methods and approaches that are used in the design and reconstruction of industrial processes to 
obtain optimal use of resources. In recent years, the focus on energy integration of processes has shifted from the integration of processes in 
continuous systems to the integration in systems with batch processes. From the conducted researches it is clear that the production systems 
with batch processes have sufficient energy potential, which can be used to improve their energy efficiency. The recovery and use of this 
heat is complicated by the batch nature of the processes, and the task is further complicated by the impact of stochastically changing flow 
parameters such as temperature, volume, etc., overcoming which is a serious challenge to the sustainability of batch production systems. 
The aim of the present study is to propose a method for dealing with uncertainties and increasing resilience through heat integration of 
flows in periodic production systems. The method includes three main stages: 1. Uncertainty analysis and selection of a suitable scheme 
for energy integration of processes and its mathematical description; 2. Defining the problem of optimal redesign of an energy-integrated 
batch production system by incorporating the integration model within a stochastic optimization problem and its solution; 3. Assessment 
and decision making to choose the most appropriate solution, whereby the production system is sustainable of the impact of the uncertain 
parameters in the widest borders, by defining the flexibility index.

M. Hadjiski, N. Deliiski. Intelligent Control of the Wood Thermal Treatment Process under Variable Scheduling. Part 2. Intelligent 
Control of the Operational Management. 2021, No. 1-2, 11-16.
Кey Words: Case-Base Reasoning (CBR); mathematical modeling; operational conditions; scheduling; suboptimal control; Thermal Treat-
ment Process (TTP).
Abstract. An intelligent system for control of the thermal treatment process (TTP) of wood materials addressed toward manufacturing with 
necessity of often rescheduling is proposed via combination of model-based and data-driven approaches. Using First-principle mathemati-
cal model of TTP presented by Partial Differential Equations in 2D space with suboptimal model-based control algorithm and Case-Based 
Reasoning (CBR) approach an explicit suboptimal control system is investigated in different operational conditions. A set of virtual sub-
spaces for feasible operational situations for variety of objective criteria of value assessment is created using traditional problem-decision 
representation. As the search spaces are well structured, the search procedure based on traditional K–NN algorithm is strongly simplified. 
In this way the complicated computer simulation of the TTP at each time step due to the plant’s parameter distribution, nonlinearity and op-
erational or environmental disturbances are fulfilled off-line. On-line are accomplished relatively small part of the calculations connected 
with the traditional R4–operations in CBR, objective functions estimation, some data-based and rule-based control parameter corrections 
and possible adaptation from charge to charge. Some results of the simulation experiments are presented and analyzed.

I. Petrov. Hierarchy of the Structure of Energy Balances. 2021, No. 1-2, 17-21.
Key Words: Information theory; entropy; hierarchy; energy mix; renewable energies.
Abstract. The dynamics of development and distribution of resources are key questions for characterizing the complexity of systems in a 
large number of areas. Traditionally, the natural sciences (physics, chemistry, computer science, telecommunications, and others) have used 
Shannon's information theory and the concept of entropy to assess diversity, uncertainty, and chaos. Social sciences (economics, competi-
tion law, etc.) prefer to consider these issues from the opposite point of view – the concentration of resources, reflecting the dominance and 
hierarchy in competition interactions. Energy systems are a typical example of complex and dynamic systems and their study is of particular 
interest in theoretical and practical terms. Becoming the engine of innovation in energy technologies, renewable energy sources play an 
important role in the evolution and dynamics of energy balances at the international, national and local levels. The article presents the pos-
sibilities of the original method developed by the author for estimating the hierarchy of information, its advantages in comparison with the 
traditional methods of Shannon's entropy and Herfindahl concentration and its application for improving the analysis of energy balances 
and the role of renewable energy sources.

INFORMATICS 
L. Boyanov. Data Communications in Internet of Things – Approaches and Protocols. 2021, No. 1-2, 22-25.
Key Words: Internet of Things; data transmission; communication protocols; big data.
Abstract. Communication models and protocols in Internet of Things (IoT) are relatively new field of research and use due to the fact, 
that connecting objects by digital means in Internet has occurred only in the last decade. However, the rapid grow of applications of this 
paradigm in almost all areas of human activity has led to enormous volume of data generated from all kind of sources (things) and trans-
mitted all over the global digital network. This, in turn, has led to the creation of new models and protocols for data transmission in IoT. 
The paper gives an overview of the main approaches/models for communication in IoT. The requirement for scalability and simplicity is 
amongst the most important when IoT and Big data are involved. Four models are presented – the Push, Request/Response, Subscribe/



Notify and Publish/Subscribe. A classification and layered approach is made for protocols used in IoT. Three of the most widely used for 
data transmission in IoT are taken for further investigation – MQTT, CoAP and AMQP. They are compared in terms of bandwidth, overhead, 
size of transmitted data, reliability and security. Then are compared with HTTP, which is well known and widely used on the Internet. The 
conclusions are that the most popular model for IoT and Big data communication is the Publish/Subscribe one, whether in regard to the use 
and recommendation for data protocol, one cannot point a clear leader at present (unlike the protocols in the TCP/IP stack for Internet), so 
there is the tendency that for the time being, different data protocols will be used in different IoT and Big data applications.

P. Petrov, G. Kostadinov, P. Zhivkov, V. Velichkova, N. Keremedchieva. G Code Vectorization after Colors Reduction for Plotter 
Painting. 2021, No. 1-2, 26-29.
Key Words: G Code; vectorization; colors reduction; plotting.
Abstract. G Code instructions are used for CNC machines. In order, such machines to produce objects or drawings visual information 
should be vectorized. Transformation of full-color image to set of 16 colors is achieved by color reduction algorithm. Pixels in the image 
are replaced with simple shapes (strokes) in such a way that these simple graphic primitives to be drawn by CNC driven 2D plotter. Each 
stroke should be drawn by a single loading of oil paint. This goal cannot be achieved by standard G Code generation and this research 
proposes such transformation.

A. Popov, S. Lekova. System for Monitoring and Analysis of the Environmental Data (Part 2). 2021, No. 1-2, 30-34.
Key Words: Particulate matter PM10 and PM2.5; sensors for РМ; temperature and light; Arduino Nano 3.0.
Abstract. Air pollution causes damage to human health and ecosystems. Large parts of the population do not live in a healthy environment 
in accordance with current standards. Today, almost every city has problems with particulate matter concentration, especially in time of 
temperature inversions. This article introduces an automated system for monitoring and analyzing fine particulates in ambient air, tempera-
ture and light. It can be used in the workplace, at home, and in particular in student classrooms and laboratories, not only for monitoring, 
but also for training and refinement involving students, in various disciplines or informal activities.

Y. Belev, Ts. Ivanova, I. Bachkova. Cybersecurity Formal Verification of OPC-UA Applications. 2021, No. 1-2, 35-39.
Кеу Words: Cybersecurity; OPC-UA applications; security;  formal verification; information modeling; timed automata models; temporal 
logic.
Abstract. Cybersecurity protect the confidentiality, integrity and availability of computing devices and networks, hardware and software, 
and most importantly, data and information. The main aim of the paper is to analyze the capabilities and to propose an approach for in-
creasing the security of OPC UA applications based on the use of formal verification, and its integration into the development lifecycle 
model and information modeling capabilities provided by OPC UA. The formal verification is based on using model checking based on 
timed automata models of the system and cybersecurity properties, defined by using temporal logic.
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AUTOMATICA 
N. Deliiski, D. Angelski. Computation of the Processing Medium Temperature during Autoclave Steaming of Non-frozen Wooden 
Prisms. 2021, No. 3-4, 5-11.
Кey Words: Wooden prisms; veneer production; autoclave steaming; 2D model; processing medium temperature; energy consumption; heat 
balance; loading level of autoclave; moisture content of prisms.
Abstract. A methodology for computation of the processing medium temperature and connected with it energy consumption and heat fluxes 
during autoclave steaming of non-frozen wooden prisms for veneer production at limited heat power of the steam generator, depending on 
the dimensions of the prisms cross section, wood moisture content, and loading level of the autoclave has been suggested. The methodology 
is based on the use of two personal mathematical models: 2D non-linear model of the temperature distribution in subjected to steaming 
non-frozen prismatic wood materials and model of the non-stationary heat balance of autoclaves for steaming wood materials. The heat 
balance of the autoclaves consist of following components: energy used for heating of the subjected to steaming wood materials, energy 
used for heating of the body of the autoclave and of the situated in it metal trolleys for positioning of the wood materials, energy used for 
heating of the insulating layer of the autoclave, energy used for covering of the heat emission from the autoclave in the surrounding air, 
energy used for filling in with steam the free (unoccupied by wood materials) part of the working volume of the autoclave and energy, which 
is accumulated in the gathered in the lower part of the autoclave condense water. For numerical solving of the models and practical appli-
cation of the suggested methodology, a software package was prepared in the calculation environment of Visual FORTRAN Professional 
developed by Microsoft. Using this package computations and research of the non-stationary change of the processing medium temperature 
in an autoclave with a diameter of 2.4 m, length of its cylindrical part of 9.0 m and loading level of 40, 50, and 60% at a limited heat power 
of the steam generator, equal to 500 kW during the initial part of the steaming process in it of beech prisms with cross-section dimensions 
of 0.3 × 0.3 m, 0.4 × 0.4 m, and 0.5 × 0.5 m, initial temperature of 0 °C, basic density of 560 kg·m-3, moisture content of 0.4, 0.6, and 0.8 
kg·kg-1 have been carried out. Simultaneously with this the heat fluxes and energy consumption required for the heating of the prisms and 
for the whole steaming process in the autoclave have been calculated. The suggested methodology can be used for the computation and 
model based automatic realization of energy efficient optimized regimes for autoclave steaming of different wood materials

INFORMATICS 
P. Petrov, G. Kostadinov, P. Zhivkov, V. Velichkova, T. Balabanov. Approximated Sequences Reconstruction with  Genetic 
Algorithms. 2021, No. 3-4, 12-17.
Key Words: Reconstruction; sequencing; genetic algorithms.



Abstract. Sequences reconstruction is a problem often met in many research areas. The core of this problem is how to recreate a full se-
quence of ordered information when only chunks of it are known. Sequence reconstruction is applied in fields like genetics, cryptography 
and encoding. In this research, an approximate reconstruction of sequences is proposed, which is applied in the gambling industry for 
reverse engineering of slot machine virtual reels. The importance of this problem is related to the control of gambling games parameters 
by law regulators. The problem in this research has a combinatorial nature. The analyzed sequences are taken from commercial slot 
machine games. When the gambler spins the virtual reels he/she does not know how symbols are distributed on the reels. The gambler 
sees only small parts of the reels when they are stopped. By observing the game for a long enough time the gambler can record these 
small parts of the reels observer on the screen. Collecting enough information the gambler can try to reconstruct all positions of the 
symbols on the virtual reels. Such reconstruction is not trivial, because there is too much unknown information. If there are absolutely 
identical repeating patterns on the virtual reels the gambler can not find this out by just observing small chunks. Reverse engineering is 
commonly used during the analysis of slot machine gambling games. There are many approaches such reverse reconstruction to be done. 
In most cases, the goal of the engineers is to reconstruct the virtual reels completely. The reconstruction is similar to puzzle solving by 
attaching each observed piece with a proper corresponding one. Such reconstruction is not always possible because in some cases there 
is more than one way of connecting the observed pieces. The contribution of this study is related to the approximate reconstruction of the 
sequences. It does not give a direct solution to the reconstruction problem. Instead of this, it gives an approximate solution. The goal is 
a little bit changed from the exact reconstruction of the virtual reels to the construction of such reels which will give close behavior of 
the slot machine gambling game if they are loaded inside the machine instead of the original reels. The innovative approach is that the 
search for a sub-optimal solution is done in the space of the chunks instead of in the space of the sequences. The proposed approximate 
reconstruction is approved by experiments with real industrial data. 

V. Dimitrov, K. Kolev. Development of a Browser Based Strategy Game Application. 2021, No. 3-4, 18-22.
Key Words: Kinvey; JavaScript; jQuery; HTML; CSS.
Abstract. The proposed application discussed in the present article is a browser based strategy game. The programmable languages and 
tools used for its development including JavaScript, jQuery, HTML, CSS, Kinvey, Sublime Text, etc. The application is build using the 3-Tier 
Software Architecture. Some of the benefits of this architecture are scalability, speed of development, performance, availability, etc.

ECOLOGICAL SYSTEMS
K. Boshnakov, B. Koumanova, M. Varbanov, E. Mihailov. Procedure for Analysis and Assessment of Water Quality in the Struma 
River. 2021, No. 3-4, 23-27.
Key Words: Neural classifiers; state of river waters; Struma river; presence of inadmissible pollution.
Abstract. The aim of the present work is to study the possibilities for developing a system for monitoring the state of the water on the Struma 
River and the presence of unacceptable pollution. The development of the algorithms of the monitoring system is in accordance with the 
normative documents of the Republic of Bulgaria and is built on the basis of monitoring measurements for the quality of the river waters 
from six monitoring points for the period 2010-2019. The following variables characterizing water quality were analyzed: ammonium ni-
trogen (NH4-N), nitrate nitrogen (NO3-N), nitrite nitrogen (NO2-N), pH, biological oxygen demand (BOD), electrical conductivity (EC), 
total nitrogen (TN), total organic carbon (TOC), total phosphorus (TP), orthophosphate phosphorus (PO4-P), dissolved oxygen (DO), 
temperature (T) and chemical oxygen demand (COD). The section of the river Struma from before Blagoevgrad to the border (bridge for the 
village of Topolnitsa) was chosen for the research. The available measurement data from six monitoring points in the considered section of 
the Struma River are as synchronized as possible. Correlation analyzes were performed for the possibility of combining the available mea-
surements from the six monitoring points and for the presence of a correlation dependence between the measured variables characterizing 
the water quality in the Struma River. The presence of correlations between the variables directs the use of the principal components method 
as a mathematical apparatus for building the monitoring system. Procedures have been developed for classifying the status of river waters 
depending on current measurements / analyzes. Expressions for the main components for eleven of the measured variables characterizing 
water quality are derived. Research has been carried out to develop a procedure for classifying these measurements into the terms "excel-
lent", "good" and "moderate". Possibilities for classifications with neural networks have been studied. Measuring some of these variables 
is a lengthy procedure and can hardly be used for operational actions. For this reason, the possibilities for developing a procedure for 
monitoring and classifying the status of river waters on the basis of variables, which in principle can be measured automatically (pH, EC, 
DO and T), have been explored. They also apply the principal components method and classification with neural networks in the same 
classification categories. The developed approaches for monitoring the quality of the waters of the Struma River can be applied for each 
measurement in the six monitored monitoring points.

S. Kasabov, E. Kirilova. Application of NIR Spectroscopy Combined with Chemometric Modelling Methods for Environmental 
Analysis of Contamined Soils. 2021, No. 3-4, 28-32.
Key Words: NIR spectroscopy; chemometric methods; environmental analysis; contaminated soils.
Abstract. Conducting quantitative analysis of soil properties and contaminants in them is a crucial for an achievement of a good under-
standing of dynamics of ecosystems and a sustainable soil management. This study presents the recent progress on the developed combined 
approaches including NIR spectroscopy and chemometrics for accurate, low-cost and reliable quantitative analysis of soil content, pub-
lished in prestigious journals for the last 7 years. A classification of the approaches depending on the types of soils components, the type of 
applied pre-processing and chemometric methods is done. Their main advantages and disadvantages are shown and some trends for future 
development are outlined.
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